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Revision History

Name

Date

Reason for Changes

Version

Version 1.1

09/10/2017

1.

Changed Mac address verification to Instance ID
verification as android does not support mac
address verification [1].

Removed OpenlD verification as the user will be
able to bypass authentication if he is still logged in
to the Open ID account (Facebook and Google)
using other application (Single Sign On) [2]. This
will also let adversary to bypass and view the
document if the user leaves phone unattended.
Hence it is will make the current implementation
less secure. There are other security issues such as
covert redirect vulnerability related to OAuth 2.0
and OpenlD [3].

The login is changed to 1 user per installation. We
assume that the documents in one device belong to
that person.

Abhi Jay
Krihsnan
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1. Introduction

1.1 Purpose

The purpose of this Software Requirements Specification (SRS) document is to specify the
requirements and to give detailed description of the functionalities of the locAdoc a location
based document locking application. This document will cover each features of the system,
software requirements, and the targeted audience.

1.2 Document Conventions

Main Section Titles
e Font : Calibri Light
e Face:Bold
e Size:16

Sub Section Titles
e Font: Calibri Light
e Face:Bold
o Size:14

Other Text Explanations
e Font: Calibri Body
e Face: Normal
e Size:12

1.3 Intended Audience and Reading Suggestions

This document is intended for all individuals taking part in the locAdoc application development,
such as developers, project managers, users, supervisor and testers.

Readers who are interested in the overview of the project should concentrate on Part 1 which will
give an introduction of the project. Part 2 of the document describes a brief overview of the project
in each aspect.

Readers who want to understand the project as a whole should focus on Part 3 which provides the
features of the project in detail. Part 4 will give the visualization of the project as well as the
hardware, software, and communication requirements of the project.

Readers interested in the nonfunctional requirements of the project should read Part 5, which
gives information about the performance, safety, security, and other attributes.

locAdoc Pte. Ltd. Page 1 of 42
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1.4 Project Scope

This project aims to provide user a way to store confidential documents in mobile devices and
access it only in the area he/she find it is safe. By including two factor protections, one being
password (what the user knows) and second being the location (where the user is currently), we
will be able to provide a better solution compared to the applications currently in the market
(based on market survey).
These are few ways a document in a mobile device may be compromised: -
e The documents stored in mobile device may end up in the wrong hands if the device itself
is stolen.
e The user may lend the device to someone who intern may wish to gain access to these
documents.
e The documents may be accessed remotely by penetrating device through network.
Our solution aim to provide a secure vault for document storage so the it does not get into wrong
hands even if the device is compromised. The solution also provide a secure backup cloud storage
with double layer encryption one by the app itself and one by Amazon server.

1.5 References

SRS Template by Karl E. Wiegers
http://users.encs.concordia.ca/~eshihab/teaching/slides/srs template sep14.pdf

locAdoc Pte. Ltd. Page 2 of 42
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2. Overall Description

2.1 Product Perspective

LocAdoc is a new, self-contained application running on android platform written in Java. It is
intended in providing the user a safe place to store his/her pdf files and view it at an area that
they find secured. The system uses a client cloud architecture where the client is the application
running on a mobile device and it makes use of cloud services provided by amazon web services.

2.2 Product Features

The features of this system are:

2.2.1 PDF Viewer

A PDF viewer for user to view his documents in the vault. The pdf viewer will only be accessible after
the user has been authenticated and if the user is within the radius of the location stored in the
database. The pdf viewer will close when the user moves out of this zone. The file that the user
wishes to see will be the only one that will be decrypted. The rest will remain as cipher text even
when the user is in authorised area. This pdf viewer will help the user to be more productive by
having the ability to access sensitive document while moving within the secure location.

2.2.2 Deleting files

The user has the option to delete the files that are not needed and these files will also be deleted
from the backup.

2.2.3 Setting preferred locational radius

Once the user adds a new file he can set the radius he wishes with small radius being more secure
and larger radius being more convenient. The files will be grouped based on the location and the
user can choose the area if there is an overlap.

2.2.4 Less clustered interface

The user will be only able to view the files that was saved to a location making file accessing,
pleasant and less tedious.

2.2.5 Import files

The user will be able to import a new file from the local file directory and secure it through
encryption. The original file can be deleted to prevent adversary from viewing it.

locAdoc Pte. Ltd. Page 3 of 42
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2.2.6 Secure cloud storage

The data will be safely stored in the central database with additional layer of encryption by the cloud
infrastructure provider.

These are the key features that will be included in the application. Further enhancements such as
support for more file types will be added if these basic requirements are met.

2.3 User Classes and Characteristics

Physical Actors:
e Mobile users: The user who uses the system and make use of the services provided by the
application.

System Actors:

e DynamoDB: A NoSQL database service provided by Amazon web services(AWS) and this
service will be used to create a central application database.

e AWS Cognito: A user password authentication service provided by Amazon and will be used
to authenticate user based on a central user pool.

e AWS S3: A central file storage facility provided by the AWS will be used to backup user data.

2.4 Operating Environment
This system only operates in Android Operating System.

2.5 Design and Implementation Constraints

The main constraint of this program is the support for several file formats, as each file format will
require dedicated viewer. For now, we are sticking to PDF format and we will consider other formats
for future releases.

2.6 User Documentation

The user can use the help menu in the system to understand the interfaces more.

2.7 Assumptions and Dependencies

e The user is liable in keeping the copy documents outside the system boundary secured.
e The user is liable in keeping his login credentials secured.

locAdoc Pte. Ltd. Page 4 of 42
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3. System Features

Main Use Case Diagram

ry

1.0 Sign Up
3.0 Import
Document

=<include==

1

i

6.0 Delete .
documents '
/ " c<includes=

- user

’

7.0 File
Recovery

’
’ <<include>=>

4.0 View
document

5.0 Data o
hackup B

<<include=>

<<include>>= 27

2.1 Instance ID
verification

<<extend=>

2.2 Password
recovery

locAdoc Pte. Ltd.
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Use Case 1.0: Sign up

Use Case Textual Description

uc-ID 1.0

Name Sign up

Description To allow new user to create a new account after he download the application
for the first time.

Actor(s) User who is interacting with the application, Signup activity, AWS Cognito, AWS

DynamoDB, AWS S3.

Precondition

A user has installed the application for the first time and wish to create a new
account.

Main Scenario

Step 1: System prints out sign up form with fields asking for user’s particulars.
Step 2: User submits the form and the system does form validation.

Alternate Step 2: If the data is invalid, an error message is displayed and the
user is sent back to the form to reenter the data correctly.

Step 3: The user details are encrypted using the newly entered password.

Step 4: The system updates the AWS Cognito server.

Step 5: The system updates the AWS Dynamo DB.

Step 6: A new secure folder is created

Step 7: A backup is created in the AWS S3.

Step 8: The user is directed to the login screen.

locAdoc Pte. Ltd.
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Activity Diagram 1.0 Sign Up

actActivity Diagram1_Sign up)

User

Activity

Sign in form l

Display error I/

Submit form

Form
Validation

Invalid

message

New password
encrypted

~

—_—
New user detail

sentto AWS
Cognito
~

—
R
Details added
to DynamoDB

~
—_—
Creates new
secure folder

a

Creates

backup folder
in AWS S3

-~

)

|

Load Logl
activity

n

"

locAdoc Pte. Ltd.
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Sequence Diagram 1.0 Sign Up

sd Sequence Diagram 1.0 Sign Up )

% SignUpActivity

ser 1: SignUp() I AWS Cognito ‘Cloud Senvices AWS DynamoDB‘ Cloud Services
,,,,,, <<PontFomes __ _ _ ,jj ! |
: \ |
alt 2 Submit]) | } }
[Normal Sign Up] 2 1: ValidateDetails() | |
I I
I I
I I
T \ \

———————————— T T S ettt EEELEES
[Open D] 3. SubmitOpeniDi) Y
b

3.1: ValidateCpenlD()

FI

alt J [Valid Details] 3 2: CreateCognitolD()

3 3: UpdateDynamoDB()

3 4: CreateFolder()
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Use Case 2.0: Login

Use Case Textual Description

UC-ID 20

Name Login

Description To allow existing user to enter and use the if the user have signed up or create
and account in the system

Actor(s) User who is interacting with the application, System, AWS Cognito, AWS

Dynamo DB, SQLite

Precondition

A user has an active account in the system (sign up) and wish to use the system

Main Scenario

Step 1: Activity prints out sign in form with fields asking for user’s account and
password.

Step 2: User fills in the form and submits it, then the activity does form
validation.

Step 3: If the data is valid the activity hands over the encrypted details to the
AWS Cognito.

Alternate Step 3: If the data is invalid, an error message is displayed and the
user is sent back to the form to reenter the particular correctly.

Step 4: The activity receives a success reply from AWS Cognito, the user will
enter the system.

Alternate 1 of Step 4: The activity receives a fail reply AWS Cognito and the user
is sent back to the form to reenter the particular correctly.

locAdoc Pte. Ltd.
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Alternate 2 of Step 4: The activity consecutively receives a fail reply from AWS
Cognito 3 times, the system will be locked for a certain period of time. After
that every consecutive fail will lock the system, and the time will increase as the
number of failed consecutive log in increases. It resets when a correct particular
is entered

Step 5: Import user’s data from AWS Dynamo DB to local SQLite database.

Activity Diagram 2.0 Login

act Activity D|agram27Logm)

User

Activity AWS Cognito AWS DynamoDB Local SQLite

;l Sign in form I

Fill up and

submit

Form Validation

Invalid Valid SHEHDE

Display error
message

details
recieved

<

Upon 3 fail attempts the
system will be locked for
a certain time. Time will

increase as the number

of failed consecutive log
inincreases. It will reset

once correct particular is
entered.

Display fail
message
Success
Successful
message
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Sequence Diagram 2.0 Log in

sd Sequence Diagram 2.0 Log in )

% LoginActiviy Q Q
User AWS Cognito : Cloud Services AWS DynamoDB : Cloud Services

I
I 1: Login() » | |
| |
o _ s<PintForm>> \ \
| | |
2: Submit() I } }
2.1 ValidateDetails() | |
I I
I I
| |
alt) 2.2 Authenticate() ‘ ‘
[Valid Details] =3 T-;J |
|
,,,,,,,,,,,,,,,,,,,, |
| |
It N T T
Q[Autheﬂt\catloﬂ Success] 2.3 CheckUserData() | >\
| 1]
Sttt M ]
y [User Data Found] 2.4 Checkinstanceld() | o
|
K———— === === == T~ ————
I I
alt 2 5: ImpertDatabase() | ol
[Instance Id Different] i
S D
2.6: Updatelnstanceld() 1 [ 1
e — gl
| |
| |
————————————————— L] \ \
I
Ll ‘ \ \
| | |
} ‘ } }
————————————————— J,,,,,,,,,,,,,,,,,,,,,,,,,,r,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,J,,,,,,,,,,,,,,,,,,,,,,\,,,,,,
[User Data Not Found] | | 3 InsertUserDetails() a
|
|
| |
| |
I I

| 4 IncrementFailAuth()

5. Fail Message

[Three or More Consecutive Fail] I ) 6 IncrementFailAuth()

T:Lock()

1

8 Fail and Warning Message

e G

[Invalid Details] 9: Fail Message
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Use Case 2.1: Index ID Verification

Use Case Textual Description

UcC-ID
2.1

Name Index ID Verification

. Index ID is generated on installation is used to verify if the user is using another

Description . .
device and also used to makes sure that the all the devises that are not currently
not used stays offline.

Actor(s) User who is interacting with the application, Activity, AWS Dynamo DB, Device.

Precondition

An instance ID is generated and stored in the local database and AWS
DynamoDB database on first successful login.

Main Scenario

Step 1: Activity compare the Instance ID in the AWS Dynamo DB with the
Instance ID stored in the device.

Step 2: If the Instance ID is different, the activity will display the notification
message and give the user an option to change the password

Alternate Step 2: If the Instance ID is same, the user will enter the system

Step 3: If the user decides to change password, a form will be printed
Alternate Step 3: If the user decides to not change the password, go to Step 6
Step 4: User fills in the form and submits it, then the activity does form
validation.

Step 5: If the data is valid the activity will update the new password to the AWS
Dynamo DB

Alternate Step 5: If the data is invalid, an error message is displayed and the
user is sent back to the form to reenter the new password correctly.

locAdoc Pte. Ltd.
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Step 6: Enter the system.

Activity Diagram 2.1 Instance ID Verification

act Activity Diagram2.1 Instance 1D verification )

User Activity ASW DynamoDB SQLite Database

get

Instance
| D
get MAC

address

Compare
Instance ID

Different
address

N

same
address

Change
password?

Enter
system

Submit Validate

MNew
password
updated

Error Invalid Valid

meassage
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Sequence Diagram 2.1 Instance

ID Verification

sdSequence Diagram 2.1 Instance ID Verification )

LoginActivity

ChangePWDACtvily Q Q
AWS DynamoDB : Cloud Services SQLite Database ' Local DB
I

User
| 1 Succestul Login L 11 Gel_nstancs_ID() | .‘! |
‘ 1]
|
e—————————————————— e
| : »!
12 Get_instanca_ID() | 1]
o R R b ,
1.3 Verify Instance ID{) } I I
; | |
|
| | |
; 1 |
alt | | |
[nstance ID Different] | |
N i | I I
| | | |
al | I ! i
[Change Password] 2: ChangePassitrue) | L : :
: | |
<<Print Forme=
Ko mm L Fommm ! !
| | | |
3: Submit() | |
| » | |
| 3.1 VahdateDetails() | |
| | |
| | |
| | |
| t t
y 3.2 UpdatePass| ]
[Valid Details] | |
|
|
! | |
<<Success Message>:| | |
5 T [ [
> |
| | | |
................. O S RS SO
| | | |
invalid Details] | | |
| 4: Error Message ‘ ] ]
i I I
v | |
| | |
| | |
| ] 1
| | I

[Instance ID Same]
6 Success Message

T
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Use Case 2.2 Password Recovery

Use Case Textual Description

UcC-ID

2.2
Name Password Recovery
o IF user forget their own password to login, the mobile app available to recover
Description | ;ser's password by connecting with Amazon Identity Provider and Amazon Web
Service Cognito.
User who is interacting with the application, Amazon Identity Provider, Amazon
Actor(s) Web Service Cognito, STS (Security Token Service) and DynamoDB and Login

activity

Precondition

User has the mobile application in mobile device and account (User ID +
password) in the Mobile App. And the account should have the verified either
user Email or Contact Number to authentication in recovery step.

Main
Scenario

Step 1: Activity display Login Screen

Step 2: User select the Forgot Password in login Screen to recover user's
password

Step 3.1: The activity request user for password recovery method (Email
Address or short Message Service)

Step 4.1: user choose the recovery method which is verified.

Step 5.1: The Activity exchange the Identity to Cognito Token by communicating
with AWS Cognito.

Step 6.1: After Exchange, AWS STS (Security Token Service) send temporary
token to end user's email or SMS based on the user's choice in step 4.

Step 7: IF user input valid token, THEN end user will receive secure credentials
from STS which enable user to access to the AWS server. And then the app will
display the reset password form to change let user to change to new password.
ALTERNATE Step 7: IF user input invalid token, THEN the app will display fail
message.

Step 8: The Login activity load change password activity.

Step 9: The user enters new password and the system will update both local
and central AWS DynamoDB.

locAdoc Pte. Ltd.
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Activity Diagram 2.2 Password recovery
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Sequence Diagram 2.2 Password Recovery
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Use Case 2.3: Data Recovery

Use Case Textual Description

UC-ID 23

Name Data Recovery

Description To allow user to retrieve backed up data from AWS S3 when he change device
or removed the app

Actor(s)

User who is interacting with the application, System, AWS S3

Precondition

The user has successfully logged in to the system

Main Scenario

Step 1: Activity check if all the files inside database exist in the local storage
Step 2: If it doesn’t, the activity will retrieve back up data from ASW S3 and
show the appropriate message

Alternate Step 2: If it does, enter the system

Step 3: Enter the system
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Activity Diagram 2.3 Data recovery
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Use Case 3.0: Import documents

Use Case Textual Description

UC-ID 3.0

Name Import document

Description This functionality makes sure that the data imported to the sever application is
stored in a secured manner.

Actor(s) User who is interacting with the application, Import Document Activity,

GPS(System), AWS DynamoDB, Local SQLite database.

Precondition

The user wishes to secure a new document.

Main Scenario

Step 1: On clicking the import file option the user is prompted brows and enter
the location of the file in the file system.

Step 2: The activity records the current location of the user (from GPS system).
Step 3: The activity searches the database and loads areas that where previous
created in same location. The user is prompted to choose the radius where he
wishes to access the file. The system groups the new file along with the order
files in same area.

Alternate to step 3: The user may choose to create a new area for the current
file. If he wishes to create a new area he will be promoted to set the radius of
his choice.

Step 4: The activity will update the database and the file will be encrypted using
the longitudinal and latitudinal value where the file was imported.
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Step 5: The activity accesses the user’s password and concatenates it with the
current longitude and latitude received from phones GPS (System).

Step 6: A key is produced by hashing password digest produced in step 2
(Hash(pwd | Locationaldata)).

Step 7: The activity creates a new file name for the file and this name is mapped
with the original name in the database name.

Step 8: All the above generated data is populated to local database (SQLite and
the central database (DynamoDb) in the cloud.

Step 9: The file is encrypted using AES 256 and the key generated in Step 3.
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Activity Diagram 3.0 Import documents

act Activity Diagram3 0_Import documents )
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Sequence Diagram 3.0 Import Documents
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Use Case 4.0: View Document

Use Case Textual Description

UcC-ID 4.0

Name View Document

Description To allow user to view its encrypted documents
Actor(s)

User who is interacting with the application, System, SQLite DB

Precondition

The user has successfully logged in to the system and is within the area of the
document

Main Scenario

Step 1: Activity show the list of documents available in the user’s current
position

Step 2: User select the desired document

Step 3: The activity retrieves the password used to encrypt this document as
well as the location of data from local SQLite DB

Step 4: The activity produces the corresponding key by hashing password digest
(Hash(pwd | Locationaldata))

Step 5: The activity decrypts the document with AES 256 using password digest
computed in Step 4 as its key

Step 6: The activity shows the document to the user

Step 7: When the user is viewing a file, the activity checks his location every five
seconds.
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Alternate Step 7: When the user moves out of the secure location the viewer
will be closed and the file will be encrypted. A warning would be displayed if the
user approaches the boundary.

Step 8: When the user exits the viewer, the document is encrypted back with
AES 256 using password digest computed in Step 4 as its key
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Activity Diagram 4.0 View documents
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Sequence Diagram 4.0 View Document

sd Sequence Diagram 4 0 View Document )
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Use Case 5.0: Data Back up

Use Case Textual Description

UcC-ID 50

Name Data Back up

Description To allow user to back up its encrypted documents to AWS S3
Actor(s)

User who is interacting with the application, Data backup activity, AWS S3

Precondition

The user has successfully logged in to the system

Main Scenario

Step 1: User select to back up its data

Step 2: Activity check the total size of the backup data (Check limits, by default
500MB).

Step 3: If it is within the limit, all the encrypted data is uploaded to AWS S3
Alternate Step 3: If it exceeds the limit, activity will cancel the process and show
the appropriate message
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Activity Diagram 5.0 Backup data

act Activity Diagram5.0_Backup Data )

User

Data backup

AWS S3

o

Select

Check total

backup data

|

Process

size

False True

Encrypted

cancelled

data
l uploaded

Sequence Diagram 5.0 Data Backup

sd Sequence Diagram 5.0 Data Backup )

X

- User

BackupActivity

1. Backup() |

’.n_

1.1 CheckTotDataSize()

F

AWSS3 : Cloud Services

alt

[Data Does Mot Exceed Limit]

1.2: BackupToS3()

2. Print Fail Message

locAdoc Pte. Ltd.

Page 29 of 42



Software Requirements Specification for LocAdoc

Use Case 6.0 Delete Document

Use Case Textual Description

UC-ID

6.0

Name Delete Document

Description This Function allow user to delete the document file in device and database in
Server. Deleting file in Data Backup File is optional.

Actor(s) User who is interacting with the application, AWS DynamoDB

Precondition

A user has installed the application. Also, user has an account in the app and
some files in device, database and backup file. Before execute this function,
user must already login to the app.

Main
Scenario

Step 1: User select the Delete document option in Menu Display

Step 2: The Activity request documents list, which is matching with the user's
current location, by sending user's current location value to AWS DynamoDB.
Step 3: AWS server validates the user's location value.

Step 4: IF the value is valid, THEN the server sends the request result.
ALTERNATE Step 4: IF the value is invalid, THEN the server rejects and send Fail
Message

Step 5: user select files for delete to Activity

Step 6: Activity reconfirm to user whether they want to delete

Step 7: IF user say yes, THEN send message to activity to remove file
ALTERNATE Step7: IF user say no, THEN terminate the Delete Documents

Step 8: The documents are removed in local database

Step 9: Activity ask user whether they want to delete including backup in AWS
S3.

Step 10: IF User's answer is yes, THEN delete files in AWS S3 (Back up)
ALTERNATE Step 7: IF User's answer is No, THEN terminate the process
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Activity Diagram 6.0 Delete document
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Sequence Diagram 6.0 Delete Document
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Use Case 7.0: File Recovery

Use Case Textual Description

UC-ID 70

Name File Recovery

Description To allow user to retrieve backed up data from AWS S3 when the user
accidentally removed a file

Actor(s)

User who is interacting with the application, System, AWS S3

Precondition

The user has successfully logged in to the system

Main Scenario

Step 1: User select to recover a file.

Step 2: Activity show the list of documents that are available to recover in the
user’s current position

Step 3: User select the desired file

Step 4: Activity retrieve backed up file from AWS S3 and saves it to the local
storage.

Step 5: The user is notified.
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Activity Diagram 7.0 File recovery
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Use Case 8.0 Delete account

Use Case Textual Description

UC-ID

8.0
Name Delete account
Description | 1his Function allow user to delete user’s account in the Application Server.
Actor(s) User who is interacting with the application, AWS DynamoDB

Precondition

A user has installed the application. Also, user has an account in the application.
user locates in valid area to delete account. Before execute this function, user
must already login to the app.

The Location Type will be divided as Normal Type or Admin Type.

Default Mode will be Normal Type in location, which allow user to access and
modify account data in whole area. (Whole areas are set as Normal Area)

If user selects the more secure mode in the app, then user can access and
modify the user account only in Admin Type of location. (There are some admin
area and normal area.)

Main
Scenario

Step 1: User select the Delete account option in Menu Display

Step 2: The Mobile app request to AWS server with sending the user’s current
location.

METHOD1. Normal Secure Mode (Only Normal Area Type)

Step 3.1: Then AWS server compares user’s current location area with user
defined area in database

Step 4.1: IF user locate in valid Normal Area, then the AWS server send message
to App whether user will delete the account

ALTERNATE Step 4.1: If it is not valid area, then the server sends reject message
to app and app display reject message.

METHOD2. More Secure Mode (Using Both Normal Area Type and Admin Area
Type)

Step 3.2: Then AWS server check user’s current location area whether it is
Admin Area Type or not.

Step 4.2: If it is Valid Admin Area Type, then the AWS server send message to
App whether user will delete the account,

ALTERNATE Step 4.2: If it is not valid area or not Admin Area but Normal Area
Type, then the server sends reject message to app and app display reject
message.
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Step 5: IF user Select yes to delete account and AWS server delete the account
with its document in database and backup file.
ALTERNATE Step5: IF user select no, then terminate the process and go back to
main menu.

Step 6: After Deleting Account, The app will logout and display login format.

Activity Diagram 8.0 Delete account
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Sequence Diagram 8.0 Delete Account
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4. External Interface Requirements

4.1 Hardware Interfaces

The Hardware mainly consist of the mobile phone with android operating system and a central
Amazon server. The Amazon server provides all the necessary infrastructure along with
maintenance to do deploy the cloud storage service and a central database. All the mobile devises
will make connection with this central server.

4.2 Software Interfaces

The client-side software will be installed from the android store and which then will retrieve all the
necessary user information from Amazon DynamoDB. The Amazon service will scale as the number of
users using the service increase.

4.3 Communications Interfaces

The communication interface is handled by AWS mobile API. All information passed to the APl will be
encrypted by the application. The communication is conducted over internet.
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5. Non-functional Requirements

5.1 Performance Requirements

A temporary SQLite database will be created to store the user credentials locally to costs (time) that
is incurred through constant communication with the central database. This database will be
dropped when the user logout. This will boost the performance as the encryption and decryption
processes will be heavily depend on this data. The performance is key requirement as mobile
devises are small and don’t have computational power of personal computers.

5.2 Safety Requirements

One of the key non-functional requirement is to keep the user data safe. Following are some of the
identified Safety requirements: -

Dealing with stolen device

The user can migrate to a new device using the backup data and change password so that the data
in the old phone can never be decrypted as the sever will never authenticate the user even if he
knows the old password.

Dealing with missing folder

The user will be promoted to download the backup folder and will be able to access files as usual or
the user can choose to create a new one.

Migration

The user may wish to move to a new device, and the app allows user to download the backup file
from the cloud and continue using as usual. The user credentials are stored in a central database to
ease migration.

Backup

The user can back up his data to cloud (AWS S3) to retrieve it later when the disaster strikes or for
migration. The system will track the changes and only save the newly added file. The data stored in
cloud is send over after encryption.

Changing Password

The user after logging into the app can change the password by providing the old password. The
password will be saved to the central database. The password forms a part of the key used to secure
files and tables in the database. Once the password is changed the database will be secured using
new password when the user logout.

Password recovery

If the user forgets the password he will receive a password recovery code through his email or
notification. Upon entering the code, he will be redirected to the changing password procedure.
Protection against GPS spoofing

The location will be checked regularly (every 10 sec) and will be compared with the previous
location, if there is a significant difference in the coordinates (100m) the app will encrypt the files
and logout.
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5.3 Security Requirements

Since the main aspect of this application is to keep files secure, this requirement is to non-trivial.
Files should be encrypted using secure cryptographic algorithm such as Advanced Encryption
standard (AES256). The file should not have the same name as the original file after encryption, the
original name will be stored in the database along with the new name. The password should be
hashed using strong hash functions such as the SHA256. The central database will have an additional
layer of encryption provided by the cloud service provider (Amazon Web Service).

As for SQL injection, the query is performed by AWS Mobile APl hence the adversary will not be able
to inject malicious code to the server. All data that is sent over is not executed and will be stored in
encrypted format.

5.4 Software Quality Attributes

Availability: Checking that the system always has something to function and always pop up error
messages in case of component failures. In that case the error messages appear when something
goes wrong to prevail availability problems.

Usability: Checking that the system is easy to handle and navigates in the most expected way with
no delays. In that case the system program reacts accordingly and transverses quickly between its
states.

Functionality: Checking that the system provides the right tools to perform task mentioned in the
functional requirement section. Also testing these functionalities run smoothly and providing simple
learnable interface.
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Appendix A: Glossary

Actors: These are the stakeholders of the system. It may be a person, a group of people or an
external system that may either support or use the main system.

Architecture: It is the highest level structure of the software system. The whole system is developed
based on the software architecture.

Client: These are the systems that interact with the user and transfer data to a central server. The
system runs in mobile phone.

Java: Java programming language was originally developed by Sun Microsystems which was
initiated by James Gosling and released in 1995 as core component of Sun Microsystems' Java
platform.

Database system: We have 2 database system one being AWS DynamoDB which is located at the
central sever and other being a local database using SQLite. Both database are used to store user
related data.

Android: Is a Unix-like operating system developed in bell labs. It is free and open-source.

Rational Unified process (RUP): Quoted from

https://en.wikipedia.org/wiki/Rational Unified Process “The Rational Unified Process (RUP) is an
iterative software development process framework created by the Rational Software Corporation,
a division of IBM since 2003.[1] RUP is not a single concrete prescriptive process, but rather an
adaptable process framework, intended to be tailored by the development organizations and
software project teams that will select the elements of the process that are appropriate for their
needs. RUP is a specific implementation of the unified process.” RUP has following phases: -

¢ Inception: Collecting ideas.

e Elaboration: Documenting and designing system based on the collected ideas.
e Construction: Developing the design into a programme and testing the system.
e Transition: Deploying the system.

Server: The server mentioned here is the Amazon web service provider. The application’s central
server will be located in the cloud which consist of AWS Cognito (centralized authentication), AWS
S3 (cloud storage), AWS DynamoDB(database).

Use-case: It is the key functionality of the system.
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